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PaboTaeT
NOJIHOUEHHaA «KKOMMaHUA»

MoppasaeneHmne otbopa «KANEHTa»
[loapa3geneHune BCKPbITUA AOCTYNOB

MoppaspgeneHue nccnegoBaHums
MHPPACTPYKTYPbI

[loapa3geneHne BHeaApeHUA
LWNPPOBANbLINKOB

MogpasaeneHme neperosopLLMKOB
NoapaspeneHne GUHAHCUCTOB



CueHapuun peanmnsauum ataku. Yactb 1. loctynbl.

OT60p «KANEHTa», T.e. KOMMNAHUWN - }KepTBbl. MI3yyeHne ero PUHaHCOBbIX
NoKa3aTe/sien, KOHTAKTOB nepcoHana (MHbie npuembl OSINT).

N3yyeHne aKTUBHbIX KOHTPAreHTOB N X KOHTpareHToB. OnpeaeneHne nepeyHs
npeanoyYTUTENbHbIX AOCTYMNOB.

OdunumnanbHaa apeHga cepBepa Ha Tepputopmmn PO, ytobbl HE «CBETUTBLCAN C
3apyberkHbimu |P.

[TonbIiTKa NPOHUKHOBEHUA B MHDPACTPYKTYPY «XHKEPTBbI» HANPAMYIO Yepes
NeranbHbIN AOCTYN, NONIY4EHHbIN OT ee NepcoHana Yepe3 GULLMHT UK B31OM
JINYHbIX paboumnx cTaHUUM (B T.4. Yepe3 He3awumLeHHbIn aomawHun WiFi - poyTtep).



CueHapuun peanmnsauum ataku. Yactb 1. loctynbl.

[MTonbITKa NPOHUKHOBEHUA B UHPPACTPYKTYPY KOHTPAreHTa Yepes neranbHbln AOCTyN,
NOJIY4EHHbIN OT ee nNepcoHana. MIayyeHue nerasnbHbIX KAHANOB CBA3M MeXAY
KOHTPAreHTomM u «xKepTtBon». [lanee noay4eHue neranbHbIX 40OCTYNOB B
NHDPACTPYKTYPY «XHKEPTBbIY.

LLIaHTaX KOHTPAreHTa B C/ly4ae BblABAEHUA UM PpaKTa onocpesoBaHHOW aTaKu.



CueHapum peanmsauum ataku. Yacto 2. LLiudposaHue.

7. Co3paHue HageXHOoro NPsAMOoro Aoctyna - Co6CTBEHHOM YYETHOW 3anmncu Unu
MCNO/Ib30BaHUE NErMTUMHOM, KOTOpPaa peako nam becnopago4yHO NCNONb3YeTCA
Bnagenbuem. OpraHu3auma AOCTYNOB K cepBepam, TECTOBbIM KOHTYPaM U Np. Yepes
YYETHbIe 3aMnCn KOHTPAreHToB N/IN CBOU (BHOBb CO34aHHbIE) YY4ETHbIE 3anuncu.
[TonyyeHme AOoCTYnoB K CUCTEMaM APYrMX KOHTPAreHToB «XepTBbi». [lepeaaya
A0CTYNOB MHOPACTPYKTYPLLUKAM.

8. TwartenbHoe nayyeHune BHyTpeHHeN UT — MHPPACTPYKTYPbI U ee onnucaHue.
BoiaBneHne Hanbonee yasaBUMbIX MECT, onpeaesieHne nopsaKa pe3epBHOro
KONMMPOBAHMA U BO3MOXKHbIX CLLleHAapWUeB BOCCTAHOB/IEHUA CUCTEMbI.



CueHapum peanmsauum ataku. Yacto 2. LLiudposaHue.

9. WU3ydyeHMe nepapxmn n COTPyAHMKOB NoapasgeneHuna 3awnTtbl 4aHHbIX, PYKOBOACTBA.
[Mony4yeHmne AOCTYNOB K UX NepenunucKkam, B T.4. Yepe3 mecceHaKepbl (mocpeacrsom
KomnpomeTauun Beb - Bepcun).

10. BHeapeHune nporpamm — WNPPOBaNbLLUKOB B UHPPACTPYKTYPY.

11. LndpoBaHMe AaHHbIX N Yepe3 BUPYC — WNPPOBANbLLMK MO HOYAM, B BbIXOAHbIE U
npa3gHuku. ObessperkmBaHmne noapasaeneHuns 3aWmTbl. KOHTPOIb KOMMYHUKaLUMA
BHYTPW KOMMaHUM.
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CueHapuu peanmsauum ataku. Yacrtb 3. BbiKyn.

TpeboBaHMe BblKyna 1 BCTYN/IEHWE B NEPEroBOPHbIN Npouecc

CHATMe peakuuun. NpotmesogencTene BocCTaHOBAEHUO. Moaynauma nepenmckn u
dbopmMmnpoBaHME NOKHOIO cneaa, OTBNeYeHMe Ha NOXKHbIN OO BEKT.
AprymeHTauma HagexXHoCcTn B obpaTHOM nepegaye AocTyna K MHpopmaumm, ee
aewmndpoBaHUA.

[locTneHne AOroBOPEHHOCTU NO CYMME BblKynNa.

[Mepepaya AaHHbIX «KepTBE» O HECKONbKUX KpUNTOKOLWeEIbKax. [pmnem cpeacts u
AANIbHENLIAA UX TPAHCTPAHMUYHAaA Neraamsaums.

[lepenayva Knoyen aAnAa gewmndpoBaHUA.

[MpogonKeHmne KOHTPONA «KEPTBbI», 3a4YMCTKA C/1Ie0B B C/Y4aE UX HANNYUA.
[MpoTnsBoaencTemne paccneaoBaHno, HaBeAeHME Ha NIOXKHbIW cnea.

CoxpaHeHue A0CTYNOB N X NoAAePrKKa C Leblo AaNbHENLINX aTaK Ha «XKepTBY».
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Yto penatb? 10 ATAKM.

Cpeactsa 3aWmTbl MHGOPMaLMM Ha AnYHble APM anAa yaaneHWwmMKoB U Ans
Nonb30BaTeNEN C NPUBUNETMPOBAHHbIM AOCTYNOM (aHTUBMPYC U Ap.).
[1ByxdaKTopHaa ayteHTUdUMKauma Ha VPN n Ha noaKkntoyeHne K cepBepam.
3anpeT Ha NOAK/JYEHUE K KOHTYPY KOMNaHUM be3 cpeacTs 3aWmTbl MHPOPMaLUN.
MeHeaKMeHT Napo/ien NOKANbHbIX YYETHbLIX 3aNUCEN, YBENNYEHMNE CIOKHOCTU
aAMUNHUCTPATOPCKMX NAPOaEN A0 MUHUMANbHOIO KonmnyecTea cmmaonos 18.



Yto penatb? 10 ATAKM.

3anpeT paboTbl Yepe3 NpssMoe NoAKNAOUYEHMNE ANA AAMUHUCTPATOPOB, TOJIbKO Yepe3 NPOKCU-
YCTPOMCTBO BO BHYTPEHHEM KOHTYpe (arkamn).

BHeapeHme aBToOpM3aLmMmn No cepTudmnKaty B3ameH Bxoaa no naponto (Bluetooth TokeH,
coaeprKalimm 3NEeKTPOHHYO NOAMNUCH, NO KOTOPOU NPOU3BOAMTCA aBTOPM3aLMA, MOXKET
MCMO/Ib30BaTbCA B T.4. U HA MOOUAbHbIX YCTPOMCTBAX ANA AOCTYNa K 3N1EKTPOHHOM NoAnnucK).
OrpaHnyeHme A0oCTyna K CUCTEMaM U3 - 33 NPeaenoB KOHTYpPa KoMnaHuu (Tonbko Yyepes VPN
N AXamnbl).

AsTopun3auma B VPN no TokeHy c 3l + BTopon ¢pakTop (He naponb). Mpu nepexoae B cnALMM
pexXmum psem 6110Ty3 — coegnHEHME.
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Yto penatb? 10 ATAKM.

OrpaHUYnTb CPOK }KMU3HU CECCUIN, NPU NEPENOAKIIOYEHNN HYKHO aBTOMATUYECKU NPOBEPATH
Ha/IYmMe NOAKNHOYEHHOIO TOKEHa.

YyeTHble 3anncu ana peweHus obmx pabouymnx BoNpocoB Aenatca ana
NPUBUNETMPOBAHHbIX NO/1Ib30BaTeNEN Ha 2 TUMA: NO/Ib30BAaTENbCKYIO (A1
noytbl/nopTana/axupa n 1.4.) U aAMUHUCTPATOPCKYIO ANA BbIMONHEHMUA AONKHOCTHbIX
3a4au.

3anpeT Ha aBTopmsaumio 8 VPN uepes agmmnHuUCTpaTopckue Y3.

[MpoBeaeHMe NEHTECTA BCEro KOHTYPa MHPPACTPYKTYPbI HE peXKe pasa B roa U ayauTta He
peXe pasa B 2 roaa.

Il AHKeTUpoBaHME KOHTPAreHTOB Ha NpeaAMET 3aLLULLEHHOCTM OT KMbepyrpo3, KOTOPbIM
npeaocTaBaAeTCca A40CTyN B Bawm MHPOPMALMOHHbIE CUCTEMbI UM C KOTOPbIMU BEAETCA
obmeH AaHHbIMU. PekomeHayeTcs Aenathb 3TO elle Ha 3Tane 3aKyno4yHou npoueaypbl.



Yto penatb? MOC/IE ATAKW.

1. [MpuBneyeHue cneynanmanpoBaHHOM OpPraHMU3aLMM ANA PpaccnenoBaHNA aTaKW.
2. OrpaHunyeHune goctynos K NC cHapy*un KoprnopaTUBHOrro nepumeTpa U pasrpaHmyeHme
NO/1b30BaTENbCKOM aKTUBHOCTU BHYTPMW.

3. CMmeHa yYeTHbIX 3aNMcen 1 naponemn.

4. OrpaHu4yeHue KonnpoBaHUA MHGopMaLMn NoNb30BaTENAMM HA GASLWKN M T.N.

5. TMonHbIn ayanT NHGOPMALMOHHbBIX CUCTEM, PabOUYMX CTaHLMIA M HOCUTENEN AAHHbIX Ha
npegmeT 3aK1ag0K.

6. KonuposaHue XKypHanos NC n nx aHanus.

7. WccnepoBaHume pe3epBHbIX KOMUN.

8. BoccTtaHoBneHue aaHHbIX B UC 13 pe3epBHbIX KOMUMN.

9. KOHTpO/b BCEW NO/Ib30BATENBCKON aKTUBHOCTM.

10. MpuBneyeHne NPaBoOOXpPaHUTENbHbIX OPraHoOB.



CeKpeTHbIX HEBGNOKUpPYEMDbIN

yaTt — 60T ANA nomoLwm B paccnenoBaHUAX.
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